ITAMSATKA BE3OITACHOCTHU B CETH UHTEPHET

KomnbroTrepHbie BHpPYCHI

KomnbroTepHblit BUPYC — 3TO Pa3HOBUAHOCTb KOMITBIOTEPHBIX MPOrPaMM, OTIMYUTEIBLHONH OCOOCHHOCTHIO
KOTOPOH SABJISIETCS CHOCOOHOCTh K Pa3MHOXKEHMIO. B 10MoNHEeHne K 3TOMyY, BUPYChl MOT'YT MOBPEIUTh WU
MOJTHOCTBIO YHUUYTOXXUTH Bce (hailyibl M JaHHBIE, MMOJKOHTPOJBHBIC MOJB30BATENI0, OT UMEHH KOTOPOTO
Obl1a 3amylleHa 3apaxE€HHas IporpaMma, a TakKe MOBPEIUTh WM Jake YHUUTOXXUTH OIEpPallMOHHYIO
cucreMy co BcemHu (ailaMu B LeloM. B OONbIIMHCTBE CllyyaeB pPacHpOCTPAHSIOTCS BUPYCHI 4epe3
UHTEPHET.

MCTOZ[BI 3alIUThI OT BPCAOHOCHLIX ITPOTpaMMm:

» Hcnonb3yil COBPEMEHHBIE OIEPALIMOHHBIE CHUCTEMbI, UMEIOIIUE CEPLE3HBIM YPOBEHB 3AILUTHI OT
BPEJOHOCHBIX IIPOIPaMM;

» JloctosHHO  ycraHaBnuBaih  mauyTtd  (UM(pPOBBIE  3aIUIATKM,  KOTOPble  aBTOMATHYECKU
YCTaHABIIMBAIOTCA C LENbIO AOPa0OTKU MPOrpaMMbl) U Apyrue oOHOBJIEHHS CBOEH ONEepallmOHHON
cuctembl. CkaumBail MX TOJBKO ¢ oduimambHOro caiita paspaborumka OC. Ecnmm cymecTtByer
PEKUM aBTOMATUYECKOT0 OOHOBJICHUS, BKIIIOUH €T0;

= Paboraii Ha cBoEM KOMIbIOTEpE IOJ IpaBaMH I[OJIb30BaTelNs, a HE aJMUHUCTpATOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX NPOrpaMM HHCTAJUIMPOBATHCS Ha TBOEM I1E€PCOHAIBLHOM
KOMIIBIOTEPE;

*» Hcnonp3yldi  aHTMBUPYCHBIE  IIPOTPAMMHBIE  IPOJYKTBI ~ M3BECTHBIX  IPOM3BOIUTEINIEH,
C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

*  OrpaHuyb GpU3HUECKUI TOCTYI K KOMIBIOTEPY /715 IOCTOPOHHUX JIULL;

* Hcnonp3yit BHEIIHHE HOCUTENU HH(DOpMAINK, Takue Kak (iemka, TucK win ¢aill u3 MHTEepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX UICTOYHUKOB;

» He oTkpbIBail KOMIIbIOTEpHBIE (hAIIbI, TOTyYEHHbIE U3 HEHAAEKHBIX HCTOYHUKOB. J[axe Te (ailibl,
KOTOpBIE ITpHCIIal TBOM 3HAaKOMBIN. Jlydllle yToOuHU y HEro, OTIPaBIIsI JIM OH Te0e HX.

Ceru WI-FI

Wi-Fi - 3T0 He BuJ mepenayd JaHHBIX, HE TEXHOJOIHs, a BCEro JIMIIbL OpeHs, mMapka. Eme B 1991 roay
HUJEpiaHacKas KoMmmaHusi 3apeructpupoBana Openn «WECA», 4to 0003Ha4ano CJlIOBOCOYETaHHE
«Wireless Fidelity», koTopblii mepeBOUTCS Kak «OecrpoBOHasi TOYHOCThY». Jl0 Hallero BpeMeHH Jolia
opyras abOpeBHarypa, KOTOpas SIBIsETCS TakoW ke TexHomorueil. Jto abOpesmarypa «Wi-Fi». Takoe
Ha3BaHUE OBLIO JIAHO C HAMEKOM Ha CTaHAapT BhICHINH 3ByKOBOM TexHukH Hi-Fi, uTo B mepeBoie o3Havaet
«BBICOKAsi TOUHOCTB.

Ha, OGecrutaTHBI MHTEPHET-IOCTYI B Kade, OTENIX M a’pomnopTax SBISETCS OTIUYHOM BO3MOXKHOCTHIO
BbIXO/la B MHTEepHET. Ho MHOTrMe sKcmepThl cuuTarT, uTo obuienoctynHbie Wi-Fi cetn He sBhstoTCA
0e30macHbBIMH.

CoBeTsl 110 Oe30macHOCTH paboTe B 001Iea0CcTymHbIX ceTsx Wi-fi:

= He nepenaBaii cBoro nuuHyto uHopmanuio yepes odmenocrynusie Wi-Fi cetn. Pabotas B HuX,
KeJIaTeIbHO He BBOJIUTH MAPOJIH JOCTYIIA, JIOTHHBI M KaKWe-TO HOMepa;

» Hcnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE TIPOTpaMMBI U OpanaMayep. Tem cambIM Thl 00€30MaCHIITh
ce0st OT 3aKayKu BUpYCa Ha TBOE YCTPOHCTRO;




* [lpu ucnonszoBannu Wi-Fi otkmoun pynkmuio «O0mumii 1ocTym K ¢aitnam u mpuatepam». [lanHas
GyHKIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpBIE IOJIb30BATENM AKTUBUPYIOT €€ s
y1o0CTBa UCIOJIb30BaHUS B paboTe uin y4deoe;

*» He wucnone3yit nyomuunbeii WI-FI nns nmepenaym OuYHBIX JAaHHBIX, HAMpUMeEp MJIs BBIXOJA
B COLIMAJIbHBIEC CETH UJIU B DJIEKTPOHHYIO MOYTY;

= MHcnone3y#t Tonpko 3amuiiearoe coeauaenune yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azpeca BBOIM UMEHHO «https://»;

= B wmoOunsHOM Tenedone otkimoun ¢yHkuuo «llonkmouenne k  Wi-Fi  aBTomMaTmdeckmy.
He nomyckait aBToMaTn4eckoro nmoAKII0ueHUs ycTpoicTa K ceTsim Wi-Fi 6e3 TBoero cormacusi.

ConuajbHbIE CETH

CornuaybHbIC CETH aKTHBHO BXOJAT B HAIIy >KW3Hb, MHOTHE JIFOJU Pa0OTAIOT M YKUBYT TaM IOCTOSHHO,
a B Facebook yke 3aperucTpupoBaH MUJLIHApP] YEIOBEK, YTO SBJISICTCS OJHOM CEIbMOM BCEX MKHUTEICH
TIJIAHCTHI. MHOI‘I/IC IIOJIB30BAaTCJIM HE IIOHHMMAKT, 4YTO I/IH(bOpMaI_[I/ISI, pa3MemeHHa51 MU B COILIMAJIBHBIX
CeTsX, MOXET ObITh HaiijicHa W HUCIOJIb30BaHA KEM YroJHO, B TOM YHCJEC HE 00s3aTeNbHO ¢ OJiaruMu
HaMEPEHUSIMHU.

OCHOBHBIC COBETHI 10 OC30IAaCHOCTH B COIMAJIBHBIX CCTAX!

* OrpaHuyb criucok apy3eil. ¥ 1e0s B Ipy3bsAX HE J0JKHO ObITh CIIydaliHBbIX U HE3HAKOMBIX JIFOJICH;

» 3amuuiail cBo0 4acTHYO Ku3Hb. He ykassiBail maposu, TenedoHsl, ajpeca, AaTy TBOETO POKICHUS
U JPYryloo JUYHYI0 MH(OpMAaIuio. 37I0yMBIIIICHHUKA MOTYT HCIOJb30BaTh Jake MH(POPMALUIO
0 TOM, KaK Tbl ¥ TBOU POAUTEIN INIAHUPYETE IPOBECTH KAHUKYJIBL;

* 3amumniai cBOI pemyTaluyio - ACPKH €€ B YUCTOTE M 3a7aBail ceOe BOMPOC: XOTeN OBl ThI, YTOOBI
JpyTHUe MoJIb30BaTeNId BUAEIH, UTO ThI 3arpyxaemib? [loxymail, npexe yem 4yTo-To OImyOIMKOBATH,
Hanucarb U 3arpy3uTh;

* Ecnu ThI TOBOpHULIB C JIIOJIBMU, KOTOPBIX HE 3HACIllb, HE UCMOJb3YH CBOE pealbHOE UMS U JPYTYIO
JUYHYIO0 HHPOPMALIUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U MPOYEE;

= U36erail pazmemmenus gororpaduit B HTEpHETE, Iie Thl U300pakeH Ha MECTHOCTH, MO KOTOpPOH
MO3KHO OIPENIEIUTh TBOE MECTOIOIOKEHUE;

» [lpu perucrpanuu B cOLMANTbHOM CETH HEOOXOIUMO HCIOJIb30BaTh CIIOKHBIE MApOJIU, COCTOSIINE
u3 OyKB U (P U ¢ KOJTUUECTBOM 3HAKOB HE MeHee §;

» Jlng conualibHOM ceTH, HOYTHI U APYTUX CAUTOB HEOOXOIMMO MCIIOB30BaTh pa3Hble Mapoiu. Toraa
eciu Te0s B3J0MArOT, TO 3J0YMBIIUIEHHUKHU MOJy4aT JIOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCe

cpasy.

DJIeKTPOHHbBIE IeHbI'H

ONEKTPOHHBbIE JI€HBI'M — 3TO OYEHb YJOOHBIM CIOCOO TMIIaTeXel, OJHAKO CYIIECTBYIOT MOIIEHHUKH,
KOTOPBIE€ XOTAT MOTYyYUTh 3TU JCHBTH.

DNEKTPOHHBIE JIEHBI'H MOSBUINCH COBCEM HEIABHO M UMEHHO M3-3a 3TOr0 BO MHOTHX TOCYIapCTBaX 0 CUX
MOp HE IMPOIKCAaHO MPO HUX B 3akoHax. B Poccuu xe oHM (QYHKIIMOHUPYIOT U O HUX yXK€ MPOMHUCAHO B
3aKOHE, TJIe MX Pa3JeNsAioT Ha HECKOJbKO BHJIOB — aHOHHMHBIE W HE aHOHMMHbIE. Pa3HuIla B TOM, 4TO
AHOHHMMHBIE - 9TO T€, B KOTOPBIX pa3peliaeTcss IPOBOAUTh Oomnepauu 0e3 WAeHTU(DUKAIINY [T0Th30BaTeNs, a
B HCAHOHUMHBIX I/I)IeHTI/ICbI/IKaI_[I/II/I M0JIB30BATEIIS SIBIAETCSA 003aTEILHOMN.

Takxe cienyer paznuyarh DIEKTPOHHBIE (UATHBIE JEHBI'M (pPaBHBI TOCYJAPCTBEHHBIM BaJiOTaM) U
ANEKTPOHHBIC HeUATHBIE ICHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).




OcHoOBHBIE COBETHI 110 06€30MacHO paboTe C IMEKTPOHHBIMU J€HbIAMU:

* [lpuBsiku K cyeTy MOOMJIBHBIN TeledoH. DTO camblii yAOOHBIH M OBICTPBIA CIIOCOO BOCCTAHOBHUTH
noctyn K cuety. [IpuBsizanHbIi TenedoH MOMOKET, eciu 3a0yAelIb CBOW MIATeKHBIA Mapoib WK
3aiJIelIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

= Hcnonb3yit onHopaszoBble maponu. [locie mepexona Ha YCHIIEHHYIO aBTOpHU3AlMIO TeOe yxke He
OyJeT yrpokaTh OMAaCHOCTh KPayKu WM MepexBaTa IMIaTeKHOTr0 Iapois;

= BeiGepu cnoxsbiii maponb. [IpectynmHukam OyaeT HE MPOCTO yrajarh CIOXKHBIA IapoJib.
Haznexxnble maposiin — 3TO MapoJid, KOTOPhIE COJEpKaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B cels
CTPOYHBIE U PONUCHBIE OYKBBI, HU(GPHI 1 HECKOJIBKO CUMBOJIOB, TaKHe KaK 3HAK Jl0jiapa, QpyHTa,
BOCKJIMLIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

» He BBOAM CBOM JIMYHBIE JAHHBIE HA CAMTaX, KOTOPHIM HE JI0BEPSECIb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHAsA MOYTa — 3TO TEXHOJOTUS U IMPEAOCTABISEMbIE €10 YCIYI'M IO MEPEChUIKE U MOJIYYEHUIO
AJIEKTPOHHBIX COOOIICHHM, KOTOPBIE PACIPEACISIOTCS B KOMIBIOTEPHON ceTH. OOBIYHO 3JIEKTPOHHBIM
MOYTOBBIA SAIIUK BBITJIAIUT CIEAYIOIIUM 00pa3oM: KM _IOJB30BATEISI(@UMS_JIOMEHA. Takke Kpome
nepesavyu MpoCcTOro TEKCTa, UMEETCSl BO3MOXKHOCTD MepeiaBaTh (ailbl.

OcCHOBHBIE COBETHI 110 0€30ITacHOM paboTe C AIMEKTPOHHOU TOYTOM:

» Hano BbIOpaTh NpaBUIIbHBIM OYTOBBINM cepBUC. B MHTEpHETE €cTh OrpOMHBIN BBIOOP OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO Jy4Ille JOBEPATH TEM, KOI'O 3HACIIb U KTO NIEPBBIN B PEUTHHTE;

» He yka3bBaili B JM4yHOM moure JsMuyHyr uHGopMmauuto. Hanpumep, isyume BblOpath
«MY3bIKaJIbHBINA _(aHaT@» nin «pok2013» BMecTo «remal3»;

» Hcnonb3yll JBYXdTalmHYH aBTOpU3alMIO. OJTO KOIJa MOMUMO Mapojis HYKHO BBOAUTH KOJ,
npucbUIaeMblil mo SMS;

= Broibepu cnoxHblii maponb. s KaKIOro MOYTOBOTO SIIWKA JOJDKEH OBITh CBOW HaJIEKHBIH,
YCTOWUHMBBIN K B3JIOMY 1apOJIb;

» Ecnm ecTh BO3MOKHOCTb HallCaTh CAMOMY CBOM JINUHBIN BOIIPOC, HUCIIOJIB3YH 3TY BO3MOKHOCTb;

* Hcnonb3yll HECKOJIBKO TOYTOBBIX SIIUKOB. [IepBbIi Ul 4acTHOM NEPENUCKH C aapecaTaMu,
KOTOPBIM ThI JIOBEpsielllb. DTO JIEKTPOHHBIN aJpec HEe HaJ0 MCIOJIb30BaTh MPH PETUCTPALUU Ha
dopymax u caiitax;

» He oTkpbIBail Qaiinasl U Apyrue BIOKEHUS B MUCbMAaxX AK€ €CIM OHM MPHUIUIM OT TBOMX APY3EH.
Jlyuiie yToYHM y HUX, OTHPABIISIIN JIM OHU TeOe 3TH (ailiibl;

» [locne okoH4aHust pabOTHl HA IOYTOBOM CEpBUCE IEPE]] 3aKPhITHEM BKJIAJKU C caiiToM He 3a0ynb
Ha)xaTb Ha «BpAT.

KubepOyanuHr nim BUPTYaJdbHOE H3/1€BaTelbCTBO

KubepOymnuHTr — mpeciieoBaHne COOOIMICHUSIMH, COACPKATUMU OCKOPOJICHUS, arpecCHio, 3alyruBaHue;
XYJIMTaHCTBO; COIIMATIbHOE OOMKOTUPOBAHHE C IIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 6OpHOE ¢ KUOEPOYIITUHIOM:

= He Opocaiicst B 00if. JIyummii crnoco0: MOCOBETOBATHCS KaK ce0si BECTH M, €CJIM HET TOro, K KOMY
MOXHO OOpaTUTHCS, TO BHa4Yaie YCIMOKOMTHCA. Eciam Thl HayHEIhb OTBEYaTh OCKOPOJICHHUSMHU Ha
OCKOpOIIEHUsI, TO TOJBKO e1lle O0JIbIIIe Pa30XkIKeITb KOHDIHUKT;




*  VmpaBisii cBoeH KuOeppenyTammei;

* AHOHMMHOCTH B ceTd MHHUMas. CyIIecTBYIOT CIOCOObI BBISICHUTb, KTO CTOMT 3a QHOHUMHBIM
AKKayHTOM;

= He crour Bectm XynuraHckuii o0pa3 BHUpTyajdbHOW »u3HU. MHTepHeT (ukcupyer Bce TBOU
JNEHCTBUS U COXpaHSIET UX. Y TaIUTh UX OyJeT KpaiHe 3aTpyIHUTENbHO;

» Co0roaii CBOH BUPTYaAILHYIO YECTh CMOJIONY;

= UrHopupyit enuHuyHbli HeratuB. OJHOpa3oBble OCKOPOUTENbHBIE COOOMICHUS  JTIy4llle
urHopupoBaTh. OOBIUHO arpeccus MPeKpalaeTcs Ha Ha4alIbHOM CTauy;

= ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B COITUAIBHBIX CETAX €CTh
BO3MO>XHOCTh OJIOKMPOBKU OTIPABKH COOOIICHUI C ONIPEIETICHHBIX aJ[PECOB;

= Ecmu TH cBugerens kubepOymiumura. TBou AeicTBUS: BBICTYNUTH NPOTHUB IIpeciieOBaTENs,
MOKa3aTh €My, YTO €ro JIEUCTBHs OLIEHUBAIOTCA HETaTUBHO, MOJIEPKATh KEPTBY, KOTOPOU HYKHA
MICUXOJIOTHYECKask MOMOIIb, COOOLIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBECHUS B CETH.

MooOnabHbIi Tes1ed)oH

CoBpemeHHbIe cMapTHOHBI U MJIAHILIETHI COIEPKAT B ce0e BIOJIHE B3POCIbIN (PYHKIIMOHAN, U TENEPh OHU
MOT'YT KOHKYPHPOBATb CO CTALlMOHAPHBIMU KOMIIBIOTCPAMMU. OIIHaKO, CpCACTB 3alllMThI IJId HOI[O6HI)IX
YCTPOMCTB MOKa OYeHb Mayio. TecTUpoBaHWE M TMOUCK VYSI3BUMOCTEH B HHUX TMPOUCXOAUT HE TaK
uHTeHcuBHO, Kak s [1K, To ke camoe kacaercs 1 MOOUIIBHBIX MpuiiokeHud. CoBpeMeHHbIe MOOUIIbHBIE
Opay3epsl y)Ke IPaKTUYEeCKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJTHAKO pacIIupeHne GyHKIMOHA A BICUET 3a
co00i1 OOJNBIIYIO CIIOKHOCTh M MEHBIIYIO 3allUIIEHHOCTh. [lalieko He BCe MPOU3BOJUTENHU BBIMYCKAIOT
O0OHOBJICHHUSI, 3aKPBIBAIOIINE KPUTUUECKUE YSI3BUMOCTH JJISi CBOMX YCTPOUCTB.

OcHoBHBIE COBETHI JiIsl 0€3011acHOCTH MOOMITBHOTO TenedoHa:

* Huuero He sBJIsIeTCS NO-HACTOSIEMY OecIUIaTHBIM. Byib OCTOpOXKEH, Be/lb Koraa Tebe mpeuiaraor
OecryaTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKHUE-TO IUIATHBIE YCIYTH;

» Jlymaii, mpexnae yem oTnpaBuTbh SMS, ¢oTto mmm Bupeo. Thl TOYHO 3Haellb, I7ie OHU OyIyT B
KOHEYHOM HuTOre?

* Heo0xo11nMo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETro cMapT(hoHa;

* Hcnonb3yit aHTUBUPYCHBIE TPOrpaMMBbI JIIsI MOOUJIBHBIX TeNE(POHOB;

» He 3arpyxail npuI0KeHUsI OT HEU3BECTHOIO UCTOYHUKA, BEJlb OHU MOTYT COZAEPkKAaTh BPEJOHOCHOE
IPOrpaMMHO€E 00€ecTIeYeHHE;

» [locne Toro kak ThI BbIijieNIb ¢ caiiTa, TJie BBOAMJ JUUYHYIO MH(POPMALMIO, 3aiilu B HACTPOUKU
Opaysepa u ynanu cookies;

» [lepuoauuecku npoBepsi Kakue MjaaTHbIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEDE;

= JlaBaii cBOil HOMep MOOWJIBHOTO Tele(OHa TONBKO JIIOJAM, KOTOPBIX Thl 3HA€Hlb U KOMY
JIOBEpsICLIb;

* Bluetooth gomken ObITH BBIKITIOUYEH, KOT/Ia Thl UM HE TOJb3yelibesa. He 3a0piBaii nHOTIa IPOBEPSITH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI — 3TO KPAaCOUYHBIE, 3aXBaThIBAIOIIME pa3BJICUCHHUs, OOBEAUHSIONINE COTHU
THICSIY YEJIOBEK MO BceMy MHpy. Mrpoku HCCIeAyloT NaHHBIM UM MHUp, OOWIAIOTCA JIPYr C IPYrom,
BBITNOJHAIOT 3a/JaHUS, CPaarOTCS C MOHCTpaMH M IIOJY4YarOT ONBIT. 3a YJOBOJBCTBHUE OHM IIJIATAIT:
MOKYHAIOT JUCK, OTNIAYMBAIOT a00OHEMEHT WM MIPUOOPETAIOT KaKUe-TO OIIUH.




Bce »tH cpeactBa uayT Ha TNOAAEp)KaHWE W pa3BUTHE UIPhI, a TakKe Ha caMmy O€30MacHOCTb:
COBEpIICHCTBYIOTCS CHCTEMbl aBTOPU3ALIMM, BBITYCKAIOTCS HOBBbIE Martyu (IUGPOBBIE 3araTKU IS
IpOTpaMM), 3aKpPBIBAIOTCS YSI3BUMOCTH CEpBEPOB. B MOJOOHBIX UIpax CTOUT OMAcaThCs HE CTOJIBKO CBOMX
COTIEPHUKOB, CKOJIbKO Kpa)XM TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3allMU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI IO OE€30MACHOCTH TBOETO UTPOBOTO AKKAyHTA:

» Ecnu apyroit urpok BeneT ce0si II0X0 WM CO3JaeT Tebe HeNPUATHOCTH, 3a0JI0KUPYH ero B CIIHUCKE
UTPOKOB;

» [loxamyiics agMUHUCTpAaTOpaM UIPhl Ha TMJIOXOE MOBEJCHUE 3TOT0 UTPOKA, KeJATEIbHO MPUI0KUTh
KaKHe-TO JI0Ka3aTeJIbCTBA B BUJIE CKPUHOB;

* He yka3biBaii 1uuHy0 HHGOpMALHIO B Ipodaiisie urpsl;

»  VYBaxail Apyrux y4acTHUKOB IO UTPE;

» He ycranaBnuBaii HeounaabHBIC TATYH U MOJIBL;

» Hcrnonb3y# cloXHbBIE U pa3HbIE MAPOIIH;

» Jlaxxe BO BpeMs UTPBI HE CTOUT OTKIIFOYaTh aHTUBHpPYC. [loka ThI Urpaells, TBOM KOMIIbIOTEP MOTYT
3apa3uTh.

OUIIMHT WIH KPakKa JUYHBIX JTAHHBIX

OObIYHON Kpasked JIeHer M JOKYMEHTOB CErofHs YK€ HHKOIO HE YIUBHUIIb, HO C Pa3BUTHUEM HHTEPHET-
TEXHOJIOTUH 3JI0YMBINUICHHUKN MEPEMECTUINCh B UHTEPHET, U MPOAOIDKAIOT 3aHUMATHCS THOOMMBIMY
nenoMm. Tak mosBMIIach HOBAsl yrpo3a: MHTEPHET-MOIICHHUYESCTBA WIIM (PHUINUHT, TJIaBHAS IEIb KOTOPOTO
COCTOUT B TIOJIYYCHUH KOH(DUICHIMAIBHBIX JAHHBIX IOJIb30BaTeIC — JIOTMHOB M maposied. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing — priOHas 10B1s, password — Mapossb).

OcHOBHBIE COBETHI IO O0pHOE ¢ HUITHMHTOM:

= Crnenu 3a cBoMM akkayHTOM. Ecim Tl mojmo3peBaellb, 4TO TBOs aHKeTa Oblja B3J0OMaHa, TO
Heo0XouMO 3a0J0OKHpOBaTh €€ M COOOIIMTH aIMUHHUCTpAaTOpaM pecypca 00 3TOM KaK MOXHO
CKOpee;

* Hcnonb3yit OezonacHble BeO-CalThl, B TOM YHCIIe, MHTEPHET-Mara3uHOB U IOUCKOBBIX CUCTEM;

*» Hcnone3yil cioxHble W pasHele mnapond. Takum oOpasom, eciu  TeOs  B3JIOMAIOT,
TO 3JI0YMBIIIJICHHUKH MOJyYaT AOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, @ HE KO BCEM;

» Ecnu Te0s B310Malu, TO HEOOXOIUMO MPeNyNpeIuTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE JOOaBJIEHBI
y Te0s1 B IpY3bsIX, O TOM, YTO T€Os B3JIOMAJIM M, BOBMOXHO, OT TBOEIO0 UMEHH OYJET pacchliaThbCs
CIaM U CChUIKM Ha (PUIIMHTOBBIE CANTHI;

* VYcraHoBu HajaexHbIH nmaponsb (PIN) Ha MOOMIIBHBIN TenedoH;

*  OTxiI0uM COXpaHEeHue naposs B Opaysepe;

» He oTkpbIBail Qaiinbl U Apyrue BIOKEHUS B MUChbMAax JaXKe €CIM OHM MPHIUIM OT TBOMX APY3EH.
Jlyuie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (hailibl;

Mu¢posas penyranus

[MudpoBast pemyTamuss - OSTO HEraTuBHAas WIM TNO3UTHBHas uHQopmanus B ceth o Tele.
Komnpomerupyroimas uHGpOpMaLus pa3MelieHHasi B MHTEPHETE MOXKET Cephe3HbIM 00pa3oM OTPa3UThCs Ha
TBOeW peanbHOU ku3HH. «lludpoBas penmyramus» - 3TO TBOM HMMHUIDK, KOTOpHIH (opmHpyeTcs u3
uHpopmanuu o TeOe B MHTEpHETEe. TBOE MECTO KUTENIbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE,




OCOOCHHOCTH XapakTepa M paccka3bl O OJNM3KUX — BCe OTO HAKalJIMBaeTcs B  CETH.
MHorue noApoCTKU JIETKOMBICIIEHHO OTHOCATCA K MyOiuKanuu JudHoW uHpopmanuu B MHTepHeTe, He
NOHMMAasi BO3MOXKHBIX NOCHEACTBHMA. ThI Jaxe HE CMOXENb J0TajgaTrbcs O TOM, 4TO Qororpadus,
pa3MelieHHas 5 JIeT Ha3ajl, cTajla IPUYUHOM 0TKa3a NPUHATH TeOst Ha padoTy.

KommenTapuu, pasmenienue tBoux ¢ororpaduil u apyrue AEHCTBUS MOTYT HE MCUE3HYTh Jlaxe IOCie
TOTO, KaK Thl UX yJalulib. Thl HE 3HACIIb, KTO COXPAHMUJ 3Ty HH(POPMAIIHIO, ITOTIaJia JIU OHA B MOMCKOBBIE
CUCTEMbI U COXpPaHUJIACh JIU OHA, a IIaBHOE: YTO MOAYMAIOT 0 Tebe OKpy’Karollee 01, KOTOpbIe HalIyT
U yBUAAT 3T0. HaliTn nHbOopMaIuio MHOTO JIET CITYCTS CMOXKET JIF000M — KakK U3 100phIX MOOYKIECHUH, TaK
U C HAMEPEHHEM PUYHHUTH BPE. ITO MOXKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI 110 3alIUTe HU(POBON permyTaluu:

» [lomymaii, mpexJie 4em 4To-TO MyOJUKOBATh U MEPEAaBaTh y ce0sl B OJIOTE WM B COITUAIBHOM CETH;

= B mnacrpoiikax mnpodwis yYCTaHOBH OrpaHUYEHHUS HaA MPOCMOTP TBOEro MpopuiIs U €ro
COJIEP’KUMOT0, CIENai ero TOIBKO «IUIsl IPY3ei»;

* He pa3memaii u He yka3piBail HH(GOPMAIIHIO, KOTOPask MOXET KOT0-TU00 OCKOPOJIATh WM OOMKATh.

ABTOpCKOe NpPaBo

CoBpeMeHHbIe MIKOJIBHUKH — aKTHBHBIE TTOJIB30BATENN HUPPOBOTO NMpocTpaHcTBa. OHAKO JaleKo HE BCe
3HAIOT, YTO IOJb30BaHHE MHOTMMH BO3MOXKHOCTSMH HU(POBOrO MHUpa TpeOyeT COONIOACHUS NpaB Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIEKTyalbHass COOCTBEHHOCTb» OTHOCHTCSI K Pa3JIMYHBIM TBOPEHHSM 4YEIOBEYECKOTO yMma,
HayMHas C HOBBIX M300pETEHHH W 3HAKOB, 00O3HAYAIOUIMX COOCTBEHHOCTh HA MPOAYKTHI M YCIYTH, U
3aKaH4YMBasi KAHUTaMH, poTorpadusMu, KHHOPHIEMAaMH U MY3bIKQIbHBIMUA TIPOU3BEACHUSMH.

ABTOpCKHE TpaBa — 3TO NpaBa HAa HHTEUICKTYaJbHYI0 COOCTBEHHOCTh Ha IPOW3BEICHHS HAYKH,
JUTEpaTypbl M HCKyCcCTBA. ABTOPCKME TMIpaBa BBICTYNAIOT B KadyecTBE TapaHTUU TOTO, YTO
MHTEJIJICKTYaJIbHBIM/TBOPUECKUN TPyl aBTOpa He OyleT HampacHbIM, JacT €My CIpaBeIIUBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOETO TPYAa, MOIYYUTh U3BECTHOCTh U Mpu3HaHue. Hukro 6e3
pa3pelieHnss aBTopa HE MOXKET BOCIPOU3BOIUTH €ro IIPOW3BEICHUE, PACIPOCTPAHATh, ITYOIHMYHO
JACMOHCTPUPOBAThH, npoaaBaThb, HUMIIOPTHUPOBATD, IMyCKaTb B IMpoKar, HY6J'II/I‘~IHO HUCIIOJIHATH,
NIOKa3bIBATh/UCIIONIHATH B d(Hpe WK pazMemars B IHTepHere.

Hcronp30BaHue «ITUPATCKOT0» IPOTPAMMHOTO OOECICUSHHsT MOXKET NMPHBECTH K MHOTUM pHCKaMm: OT
MOTepU MHOAaHHBIX K TBOUM aKKayHTaM [0 6J'IOKI/IpOBKI/I TBOECTO YCTpOﬁCTBa, Trac YCTaHOBHCHHBIﬁ HE
JerajgbHas mporpaMma. He cTOMT Takke 3a0bIBaTh, 4YTO CYIIECTBYET JerajbHble M OecIuIaTHbIC
NPOTPaMMBbI, KOTOPBbIE MOKHO HalTH B CETH.




